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Authentication tools 
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Anti-counterfeit strategy 

The introduction of a unique identification for products will enable authentication and traceability 

systems which will make more difficult for counterfeiters to intrude into legitimate supply chain. 

• A multi-layered approach 

• Secure: 

- Product and packaging 

- Movement of products through the supply 

chain 

- Business transactions 

Maintaining universal and uniform electronic 

pedigree across  all supply chain stakeholders 

 

• Ensure appropriate regulations and enforcement. 

• Increase penalties 

• Heighten vigilance and awareness 

• Increase int’l collaboration 
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GS1 stds usage in global supply chains  
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Key anti-counterfeiting technologies 

 

 

Tamper evident outer pack closure system 

(seals, glued flaps, perforated carton) 

Authentication technologies 

Overt & Covert features 

Traceability 

 technologies 

Unique pack  

Identification 

(serial number)  

+  

Online checking system 

(end-to-end / e-pedigree) 

 

Application of Technologies at different packaging 

levels can bring an important contribution to build an 

efficient anti-counterfeiting strategy 

 

Increased 

Protection 
 

(Patient/Product) 
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Mass serialisation & data capture 

The introduction of a unique 

identification for drugs or medical 

devices, where appropriate, will 

enable authentication and 

traceability systems  

 

 

 

 

 

 

This will make it much more 
difficult for counterfeiters to 
intrude into the Healthcare 
supply chain 

 

Mass serialisation 

SGTIN = Serialised Global Trade Item 

Number 

 

SSCC = Serialised Shipping Container 

Code 

 

A GS1 identification key providing 

access to information about that 

product held in computer files 

 

Data capture 

Bar Code 

•Linear (if packaging permits) 

•2-dimensional 

 

 

RFID tags 
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Implementation – Delhi State Excise 
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Implementation – Delhi State Excise 

AI (01) – Application Identifier for product code   

08901107000011 – 14 digit unique product code for each retailed item type using 

company prefix allocated to each distiller (already available with most distillers) 

AI (21) – Application Identifier for serial number 

1223478423– Random  10 digit serial number, extendable upto 18 digits, if required. (01)08901107000011 

(21)1223478423 
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Product authentication at liquor vends 

Manufacture - Dispatch 

Point of Sale  

Confirm 
authenticity 

http://www.google.co.in/url?sa=i&rct=j&q=ds9808&source=images&cd=&cad=rja&docid=jVgDDfY2PhZHdM&tbnid=jzSEMXmgj978eM:&ved=&url=http://www.posmicro.com/symbol/ds9808.htm&ei=CwZpUZiKKYOTrgfz1oDACw&bvm=bv.45175338,d.bmk&psig=AFQjCNGlbi4Cz-lSS6UR3m4UwULT_UNHOg&ust=1365923724126310
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Implementation by pharma exporters to enable 

authentication by consumers 
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Fighting counterfeits -GS1-WCO collaboration 
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Global engagements 

• Anti-Counterfeit stds  (ISO/TC 246) 

• Product Recall stds   (ISO/TC 240) 

• Product Safety stds   (ISO/TC 243) 

 

• WCO IPM tools 

• GS1 visibility framework and identification standards 

 

• Product safety portal for consumers, Industry and regulators 

• Supply Chain visibility 

• For traceability and recall 

 

• G2G recall portal and counterfeit detection 
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GS1 India  

A standards organisation set up by the Ministry of Commerce and 

Industry, Govt. of India with founder members comprising: 

 

• Ministry of Commerce 

• CII 

• FICCI 

• ASSOCHAM 

• FIEO 

• Spices Board 

• BIS 

• IMC 

• IIP 

• APEDA          

 

Affiliated to GS1 Global Office, Belgium alongwith 114 GS1 

organisations worldwide. 
                                       

890 indicates India as  

country of origin 

8 9 0 1 0 1 6 0 0 0 5 0 8

Joint  Government – Industry 

initiative 
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In conclusion  

An interoperable framework for anti-counterfeit & authentication services  needs: 

• Globally unique identification of products, companies, transactions etc. 

• Traceability across Supply Chain involving  multiple trading partners. 

Global stds can assist in fight against counterfeit and illicit trade by: 

• Describing the stds, processes and technologies that can uniquely identify 

objects and activities to enable interoperable traceability systems involving  

multiple  organizations and supply chains. 

• Documenting how std-based approaches facilitate more productive and mutually 

beneficial relationships among trading partners. 
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